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Abstract 
The issue of information systems security, and thus information as key resource in 
today's information society, is something that all organizations in all sectors face in one 
way or another. To ensure that information remain secure, many organizations have 
implemented a continuous, structured and systematic security approach to manage and 
protect an organization's information from undermining individuals by establishing 
security policies, processes, procedures, and information security organizational 
structures. However, despite this, security threats, incidents, vulnerabilities and risks 
are still raging in many organizations. One of the main causes of this problem is poor 
understanding of information systems security key success factors. Identifying and 
understanding of information security key success factors can help organizations to 
manage how to focus limited resources on those elements that really impact on success, 
therefore saving time and money and creating added value and further enabling 
operational business. This research, based on comprehensive literature review, 
summarizes most cited key success factors of information systems security identified 
in scientific articles indexed in relevant databases, of which the top three success factors 
were management support, information security policy and information security 
education, training and awareness. At the end, article states identified research gaps and 
provides readers with possible directions for further researches.     
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1. Introduction 
In the late 1990s attacks on information systems evolved from the use of Trojan horses 
and viruses to sophisticated attacks such as distributed denial-of-service, embedded 
malicious code in email messages or various forms of malicious software intended for 
extortion and blackmail. Entering into the 21st century, attacks are no longer just the 
result of the attackers' desire to show their knowledge, but they aim at achieving 
financial gain [1]. As a result, there is a certain shift in security countermeasures, from 
purely technical protection measures that have shown insufficient [2] to a proactive 
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those from the organizational or sociological aspect, since even the best security 
technology cannot stop the social engineering based attack  [1]. One of the first and 
the foremost challenges faced by information security executives is to successfully 
balance the need to protect information assets on the one hand and enable operational 
operations on the other, because over-strict protection can lead to business 
performance barriers while loose controls can create unacceptable risks for 
information assets [3]. A modern view of information security requires that an 
effective information security strategy must be balanced, i.e. designing and 
implementing security solutions should emphasize the importance of technology, but 
also the socio-organizational context within the organization [3] and observe 
information security also as business and social question, not just technical [3], [2]. 
National Institute of Standards and Technology (NIST) [4] defines information 
security as “the protection of information and information systems from unauthorized 
access, use, disclosure, disruption, modification, or destruction in order to provide 
confidentiality, integrity, and availability”; information systems security as “the 
protection of information systems against unauthorized access to or modification of 
information, whether in storage, processing, or transit, and against the denial of 
service to authorized users, including those measures necessary to detect, document, 
and counter such threats” and cyber security as “the ability to protect or defend the 
use of cyberspace from cyber-attacks” where cyberspace represents “a global domain 
within the information environment consisting of the interdependent network of 
information systems infrastructures including the Internet, telecommunications 
networks, computer systems, and embedded processors and controllers”. As we can 
see, there are just minor differences between “information security” and “information 
systems security” so, in this paper they are considered as synonyms. On the other 
hand, although  the terms "information security" and "cyber security" are also often 
used interchangeably in the literature [5] the mere look on the above definition tells 
us that there are some differences between these terms.  
Accordingly, von Solms and van Niekerk [5] argue that, although there is a major 
overlap between information and cyber security, these two concepts are not 
completely analogous. The part that is overlapping is protection of information based 
assets stored or transmitted using information and communication technology (ICT). 
The part that differs information from cyber security is the fact that focus of 
information security are also information based assets stored or transmitted without 
ICT while the focus of cyber security are non-information based assets that are 
vulnerable to threats via ICT [5]. Similarly, von Solms and von Solms [6] argue that 
cyber security is “a part of information security which specifically focuses on 
protecting the confidentiality, integrity and availability of digital information assets 
against any threats, which may arise from such assets being compromised via (using) 
the Internet” based on the definition of information security (“preservation of the 
confidentiality, integrity and availability of information”) from ISO/IEC 27000 and 
the definition of cyber security (“preservation of the confidentiality, integrity and 
availability of information in Cyberspace”) from ISO/IEC 27032 [6]. Baring that in 
mind, in this research cyber security will be observed as the part of overall information 
security.  
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The main contribution of this research is an overview of the scientific researches 
in the information systems security domain with identified critical success factors for 
managing information security as well as suggestions of possible further research. As 
such, this paper includes only scientific papers regarding information security indexed 
in ACM Digital Library, IEEE Xplore Digital Library, SCOPUS, Web of Science 
(WoS) or Google Scholar and does not take into consideration national/international 
initiatives towards information or cyber security (e.g. Cybersecurity Strategy of the 
European Union).   
Regarding the organization of the rest of the article, it consists of three main parts: 
the first part deals with general review of researches of information security in 
organizations, the second part focuses on researches related to the information 
systems security success while the third part is reserved for critical review and 
conclusion with suggestions for further research. 
2. Information Security in Organizations 
Information, i.e. data that has a meaning in a given context and a value for a person in 
certain circumstances, should be considered as an asset by an organization [7], due to 
the fact that possessing specific, relevant and accurate information can make a huge 
difference in organization's performance [8]. Saying that, it is clear that the protection 
of confidentiality, integrity and availability of information cannot be overemphasized. 
Confidentiality reflects the protection of data from unauthorized disclosure by sharing 
this information only among authorized users; integrity refers to the accuracy of 
information, including the maintenance of origin, completeness and exactness, while 
accessibility implies providing users with timely information [9]. 
Organizations are challenged to make information security an everyday practice 
[10], however, it is often the case that organizations are led by thought “business first, 
then security” [11] due to perception among employees that security is just on the way 
and hampers the ability of employees to accomplish tasks [8], [12]. This results with 
viewing information security as a burden and not wanting to spend money on it [13] 
and, because of this, organizations often do nothing about security as long as 
everything is fine, but when things go wrong, they suddenly pay attention, but then 
one must make much more to recover from an unwanted situation, and complete 
recovery is sometimes impossible [8]. Employees in charge of information security 
then become “firemen” to restore operational operations [11], because organizations 
realize the real value of effective information security only after the negative 
consequences of security breaches [14]. 
At a time when many organizations reduce their budget, and thus proactive security 
spending [15], the organization facing the cost of security decision should first 
consider the need for spending, bearing in mind that the value of information should 
justify the cost of protection [16], and only then determine how much and on what to 
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spend in order to avoid inefficient spending [17]. The economic perspective naturally 
recognizes that, although investments in information security are good, a higher level 
of security does not always worth more, since the system cannot be completely secure 
regardless of the amount of investment [18] and, eventually, will end up under attack, 
but at least investing in security measures should postponed that. Therefore, the 
organization should its limited resources, instead of the information with the highest 
vulnerability due to potentially very high protection costs, focus on medium-
vulnerability information using “moderate protection” principle [11], and the optimal 
investment should not exceed half of expected loss without investing in security [18]. 
It is emphasized today that information security is no longer a purely technical 
issue, but primarily a management problem [7], [8], which requires involvement of 
senior management to incorporate policies, procedures, organizational structures and 
education, training and employee awareness [2]. Accordingly, since technical 
solutions are insufficient to address the challenges of information security [19], ever-
increasing security needs have expanded the attention of researchers to research of the 
role of management in information security management [2]. Effective information 
security management requires a combination of technical and managerial controls for 
information risk management [2] with an emphasis on people as an essential element 
of information security [19], [20], [21] where, despite sophisticated technologies and 
technical measures, employee inattention may continue to jeopardize the 
organization's security which depends on its users [8], [22], [23].  
The literature on information security systems consistently suggests that 
employees represent the greatest threat to information security and are therefore the 
weakest link in the information security management process [2], [24], [22], [25], 
[26]. However, although employees are part of information security issues, they are 
also part of the solution since education, training and awareness raising increase 
security compliance with the security policy, and thus the level of security in the 
organization [2], [27]. Failure to understand the factors that contribute to the success 
of information systems security implies that implemented information security 
measures in organizations are less effective, and organizations are difficult to 
precisely and consistently state the benefits provided by implemented information 
security as well as ensure optimal use of resources in the future [28]. 
Security requirements or data sensitivity are nothing lesser in small and medium-
sized organizations than large, but small and medium-sized businesses face the 
challenge of lacking support for information security management due to insufficient 
awareness of its importance [10]. That is why they, instead of proactive, take reactive 
attitude according to information security, and consider security technologies as 
business costs rather than strategic potentials [29] resulting in greater resource 
constraints and education and training shortages in information systems security 
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domain [30]. Due to the limited number of employees and technical constraints, small 
and medium-sized companies often have system administrator who is responsible for 
system configuration as well as system security management i.e. security settings, as 
well as security oversight are their responsibilities, which leads to too many rights for 
the same person [11]. 
3. Information Systems Security Success 
When we talk about the information systems success, we can say that there are several 
information systems success models, from which the most notably is DeLone & 
McLean (D&M) success model [31], first developed in 1992 and, after many testing, 
updated 10 years later. This model is so widespread and widely accepted that it has 
been cited hundreds of times and is considered one of the most influential theories in 
contemporary research of information systems domain [32]. The updated version 
consists of six dimensions (system quality, information quality, service quality, use, 
user satisfaction, and net benefits). The final construct of “net benefits” (or “net 
impacts” as the authors call it in the last iteration) measures the outcomes of the 
system and is inevitably compared to the system goal, and the authors define it as “the 
extent to which information systems are contributing (or not contributing) to the 
success of individuals, groups, organizations, industries, and nations” [31]. For that 
reason, the construct “net impacts” is the most contextually dependent and variable of 
all D&M model elements. For example, net impacts can be: improved decision 
making, improved productivity, increased sales, reduced costs, increased profits, 
consumer benefits, and job creation. The same authors still recognize the fact that, as 
information systems alter and evolve, the interested parties in different contexts alter 
its purpose and expectations as well as the definition of success. Just economic 
performance evaluation measures are no longer sufficient and a balanced value 
definition is needed, which, along with economic, also includes sociological value i.e. 
tangible and intangible benefits [31]. 
Accordingly, parallel can be drawn with the information systems security success; 
it is not possible to simply and unambiguously define it since there is a different 
understanding of this concept in different contexts and in different organizations. For 
example, the success of an information systems security for an organization that builds 
its business on classified information can be no data leakage in the past year; for 
another organization, it can be compliance with regulatory requirements, while for 
third organization success may be employee satisfaction because the organization is 
well protecting their personal information. Accordingly, and taking into account 
D&M's comment on combination of tangible and intangible benefits, Dunkerley & 
Tejay [28] define the information systems security success as “cumulative effect of 
the relationship between information systems experience and user experience “. 
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Furthermore, along with the necessary technical controls, researches show 
growing awareness of the need to emphasize the non-technical side. Thus Al Kalbani 
et al. [9] cited three contexts for observing the success of information security: 
technological, which includes security technologies; organizational, which includes 
communication and management support in promoting information security; and the 
environment context related to security initiatives due to environmental pressures. The 
conceptual model developed by Tu & Yuan [33] consists of six constructs: business 
alignment, organizational support, IT competence, organizational awareness, security 
control development, and performance of information security management. Norman 
& Yasin [34] argue that there are four main classes of success factors in information 
systems security management, which consist of organizational structure, security 
management practices, environmental impacts and values. Human, technological and 
process elements needed for construction of the control mechanism have been 
identified as crucial for successful implementation of information systems security 
management, while the impact of the environment is seen as contributing to successful 
security management [34]. Similarly, Zammani & Razali [35] also summarize the 
factors of success in three aspects: people, organization and process. People aspect 
are key security management players (senior management, security management 
team, audit team, employees, third parties); organization aspect lists important 
documents that need to be established and monitored (security policies and 
procedures), while the process aspect describes key information security management 
practices and activities that key players must carry on (e.g. awareness raising, resource 
planning or risk management [35]). 
Giving the above mentioned, some of the key success factors in implementing, 
accepting or managing information security in organizations found in the literature 
are: senior management support [2], [7], [8], [9], [36], [24], [12], [33], [19], [35], [13], 
[37], [26], defined security policy [8], [7], [9], [36], [24], [12], [19], [35], [38], [37], 
[26], education, training and awareness [7], [8], [9], [36], [24], [12], [33], [19], [35], 
[2], [13], [38], [37], [39], [26], defined roles and responsibilities [7], [9], [10], 
information security and business alignment [24], [33], [13], information security 
culture [10], [24], [19], budgeting [8], [36], [37] and legislative pressure [7], [9], [19]. 
Other factors found in the literature include risk assessment [24], [35], security 
controls [33], [13], improvement of efficiency and productivity [9], [33], security 
incident management [19], [38], asset management [19], social pressure [9] and 
ethical behavior [24]. 
Some of the above-mentioned key success factors recognized by the academia, 
have been recognized for some time also by the industry, in international security-
related standards, such as ISO/IEC 27000 family of standards [40] or the NIST Special 
Publications (SP) 800 series from the National Institute of Standards and Technology 
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[41]1. For the ISO 27000 family, it is most important to mention ISO/IEC 27001:2013 
(requirements for Information security management systems), ISO/IEC 27002:2013 
(Code of practice for information security controls), ISO/IEC 27005:2018 
(Information security risk management), ISO/IEC 27014:2013 (Governance of 
information security) or ISO/IEC 27035:2016 (Information security incident 
management). From the NIST SP 800 series that counts over one hundred documents, 
some of them are, just to mention a few, the NIST SP 800-12 which represents an 
introduction to computer security, NIST SP 800-53 which contains the master list of 
security controls, NIST 800-50 which deals with security awareness and training, 
NIST SP 800-61 which is about incident response or NIST 800-39 which is about 
managing information security risk. 
Despite the fact that the area of information security as well as information systems 
success has resulted in numerous studies, these two domains are generally treated 
separately, resulting in the identification of only 4 authors in a total of 3 articles 
linking the D&M success model with information security while other researches 
emphasize individual dimensions and not their interaction. Thus, Montesdioca & 
Macada [42] suggest measuring customer satisfaction using the quality dimensions of 
D&M model in the context of information security and testing the relationship 
between quality and customer satisfaction variables through a survey of 176 
information system users on their satisfaction with the information security practice. 
The results showed that the information quality was positively correlated with the user 
satisfaction; the system quality was negatively related to the user satisfaction, while 
the service quality was not related to the user satisfaction. Therefore, the relationship 
between quality variables has shown a positive relationship between them, except in 
the case of information quality and service quality [30]. 
Dunkerley's model [28], [14] rests on the same foundations as the D&M model 
[31], i.e. it starts from the work of scientists Shannon and Weaver, who identified in 
1949 three constructs that make a successful communication, whose work Mason in 
1978 customized and linked with the information systems domain that provides 3 
levels. First level is technical, which represents the accuracy and efficiency of the 
system that produces the information and consists of 3 constructs (information 
integrity, information system assurance and operations enablement). Second level, 
semantic, represents the success that information has in transmitting intended meaning 
from sender to recipient, which consists of 2 constructs (user intention and user 
knowledge). Finally, effectiveness level represents the effect of information on user 
behavior and is also the final construct, the information system security success [28].  
                                                     
1 All the NIST SP-800 publications were available on https://csrc.nist.gov/ until 21st of December 2018 
when, due to the lapse in government funding, csrc.nist.gov and all associated online activities became 
unavailable until further notice. 
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As stated before, top three recognized key success factors of information security 
are management support, information security policy and information security 
education, training and awareness. 
3.1. Management Support 
Numerous researches show that management support is a key factor for success in 
adopting information security in organizations [33], [43], [30]. This support can 
highlight information security as an important function at the organizational level in 
many ways, including financing information security awareness education and 
training, human and financial resources allocation or promoting the importance of 
security for other employees within the organization [12], [33]. Without the support 
and involvement of senior management, the creation, training and implementation of 
security policies are generally not taken seriously [8], [9]. However, the management 
will not act as support for information security if they do not see that it supports the 
organization’s core business activities and, for that reason, security experts have to 
explain the needs of security and convince management in its importance in business 
assurance [8]. In addition, it is important to state that inconsistent management support 
gives a confusing message to employees, affecting their behavior in terms of 
compliance. For this reason, for each organization, a documented security policy with 
clearly defined goals, roles and responsibilities and acceptable behavior towards 
organizational information assets is necessary [19]. 
3.2. Information Security Policy 
Information security policy describes employee’s roles and responsibilities as well as 
solving specific security issues in protection of organization's resources [22] and is a 
fundamental tool that translates security expectations into clear, specific and 
measurable goals and responsibilities [12] linked to organizational goals. 
On compliance with the security policy, significant impact has employees' 
attitudes depending on their level of awareness of information security and conflict of 
individual interest between security and functionality [12], compliance cost and 
benefit analysis, management support and beliefs and the severity of sanctions [25]. 
Siponen et al. [44] point out that employees have to understand that their 
noncompliance with security policy will be exposed and sanctioned [9], and argue that 
social pressure by senior management, superiors, colleagues and information security 
personnel is crucial to boost employee compliance with security policies stating the 
importance of respecting the security policy. So if an employee perceives a consistent 
behavior of their colleagues that matches the expectations of a superior, it is more 
likely that they will follow what other colleagues are doing [12], [21]. 
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Although organizations are making significant efforts to make use of information 
security policies to improve information security, their impact and efficiency are 
questionable as employees’ compliance with security policy staff remains problematic 
[12]. Problematic, because, if organizations explicitly do not recognize the various 
steps required to develop a security policy, there is a risk in policy development that 
security policy will be poorly designed, incomplete, redundant and irrelevant, and 
which users will not fully support [43]. Information security policy can be effective 
in guiding employee behavior by encouraging a strong information security culture, 
but only if employees know, understand and accept the necessary precautionary 
measures [45]. Since ambiguous policies can lead to noncompliance because of wrong 
interpretation due to possible ambiguities in the document itself, clearly explicitly 
statements, written in simple sentences are desirable [46]. 
3.3. Information Security Education, Training and Awareness   
Through education, training and awareness mechanisms, employees in organizations 
of different shapes and sizes become aware of information security for making 
informed decisions while doing their jobs [27]. While education involves learning 
basic concepts and theoretical concepts from work materials, the training serves to 
provide employees with skills and knowledge related to information security that are 
specific to their roles and responsibilities through the use of seminars and workshops.  
On the other hand, raising awareness serves for focusing employee attention on 
information security in order to ensure their understanding of their roles and 
responsibilities in the protection of information [27] that can easily be overlooked if 
information security is considered as solely IT department’s responsibility [23]. The 
greatest emphasis from these three components is awareness raising, which functions 
as a tool to familiarize employees with the understanding and acceptance of the 
information security policy developed by the organization [12]. The ultimate goal of 
these methods is to change the habits of employees in the organization [8], [39]. 
4. Conclusion and Further Research 
Information security has become one of the key strategic issues in managing an 
organization, and effective information security management for a long time attacks 
attention to both professional and academia experts [33]. However, although 
information security is a recognized problem, it often happens that organizations have 
little or no understanding of what to do or how. What they need to keep in mind is the 
fact that information security cannot be achieved without its acceptance in the daily 
work of the organization [8], [47] since this is a problem that every employee has to 
face with [11]. It is important to point out that there is no “silver bullet” for effective 
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information security since today no stand-alone mechanism or technology is not 
anymore sufficient to ensure success. Instead, effective information security can be 
achieved by holistic approach that apply multiple mechanisms for aligning 
organizational and sociological factors within the organization combined with 
technological competencies [2], [3].  
This research reveals that, although the information system success model is 
considered to be one of the most influential theories in modern researches of 
information system domain [32], there is not enough researches that link the domains 
of information security and information system success. There is also a lack of 
empirical evidence of proposed theoretical frameworks or models of information 
systems security success. Vast majority of identified success factors are either 
theoretical or validated only via case study(ies) which calls for action in the 
information security research field.  
Based on previously stated, several possible directions regarding further researches 
are identified. Namely, future research may explore additional critical factors of 
information systems security success and include additional relationships in order to 
get a complete picture of the mechanism that leads to information security success. 
Second, empirically validation of proposed theoretical models is particularly 
necessary. Third, it would be interesting to show what leads to establishment of 
identified critical success factors (e.g. management commitment) within an 
organization i.e. what affects them or what are its antecedents. Fourth, validated 
models in one organization/country can be validated in other organization/country and 
results compared to show if there are any differences regarding industries, size of the 
organization, political environment in the observed country, etc. Fifth, one of the 
possible directions is also a literature review about information security key success 
factors which will take into consideration national/international initiatives towards 
information or cyber security (e.g. Cybersecurity Strategy of the European Union). 
Finally, there is a need for more research into the success factors and security 
challenges associated with new or emerging technologies, such as Internet of Things, 
cognitive computing, smart cars, smart cities and other new opportunities that bring 
along new threats.          
Identifying the key success factors of information system security and validating 
its effectiveness within the organization will ultimately enable the organization to 
make better use of its resources [14] by distinguishing the controls they need from 
those less important [33] and at the same time create added value and further enable 
operational business.   
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